
Internet Gatekeeper™ 
Residential WiFi Internet Access 

Inexpensive, secure, easy operation Home Internet Access Network for
   Single Family Homes and apartments 
   Student dorms and other shared Housing 
 Subscription based household and neighbor Internet Access 
    Access for up to 5 household members with basic subscription  
    Separate subscriptions available for in-range neighbors  
  Internet Roaming Ready 
    Free Subscriber access at participating “Partner Network” locations 
    Free Partner Network member access at Subscriber’s site   
 Autonomous Internet-centric CPE and network management 
    All network setup, operation and maintenance done over the Internet  
  nWC WRR100 WiFi Gateway 
    The most versatile, cost effective Home Gateway available 
 

What is Internet Gatekeeper™ (IGK)? 
Internet Gatekeeper is a Residential Broadband Provider-facilitated service and equipment bundle specifically 
targeted at Individual and Family home PC Users. A typical IGK offering features the following: 

• Free CPE: Broadband Modem, nWC WRR100 Gateway and nWC WS100 USB WiFi Adapter with 1 year IGK signup 
• Restricted Access: Only WiFi computer Users AUTHORIZED BY THE SUBSCRIBER access the Internet or email 

Household access:  Up to 5 unrestricted Internet use IGK Login Credentials for the Subscriber’s family  
Subscription access: Separate unrestricted Login Credentials for neighbors signing up with a credit card  
Roaming access:  Restricted access granted to Broadband Provider “Partner Network” subscribers   
The IGK WRR100 Gateway engages an Internet Authentication Server to verify Username and Password to grant 
Internet or email access. The Subscriber easily manages Household, Subscription and Roaming access online. 

• Remote Management: Internet based equipment and network management 
Web Provisioning: Subscriber-friendly first time IGK account, User access and WiFi network setup over the 
Internet 
Web Management: Subscriber-friendly IGK account, User access and WiFi network control over the Internet 
Auto-configured CPE: NO WRR100 Gateway configuration required, ever  
Network Administration: Internet based WiFi equipment monitoring, control, diagnostics and troubleshooting 
  

Why are Restricted Access and Remote Management important? 
Most current home WiFi networks are easy targets for driveby hackers, spammers or illegal downloaders (and just 
plain neighborhood freeloaders) wanting a free and anonymous entryway to the Internet:  

• Every month, a few identifiable such mischief-makers are being sued (by the recording industry for example). 
Any better way for a hacker to avoid detection than to use a stranger’s WiFi Internet connection, no one the 
wiser? The only identifiable party is the unwitting Subscriber!  
WiFi Internet without Restricted Access exposes your Subscriber to potential liability  

• WiFi-ready neighbors are usually the happiest beneficiaries of a new wireless Internet connection lacking 
Restricted Access- they’ll just quietly use it, no one the wiser, and not procure one of their own 
WiFi Internet with Restricted Access effectively deters such pilferage 

• Current WiFi encryption is not a solution- hackers can recover a WEP key in seconds using a standard WiFi 
adapter upgraded with readily available Internet software.  
WEP encryption does NOT provide true Restricted Access, but it’s all most current WiFi networks offer 

• To share a WEP-protected WiFi Internet connection with a houseguest your Subscriber needs to either disable 
encryption or reveal the secret key, an



 

More about Internet Gatekeeper 
 

Feature Benefit 

Premium Service atop standard residential Broadband access Additional monthly service revenues more than cover WRR100 equipment 
and incremental call center WiFi network support costs 

Internet access granted only upon verified Username/Password Subscriber’s household and approved Roamers websurf and email, others 
(spammers, illegal downloaders, neighborhood freeloaders) do not 

Internet Roaming Free Subscriber Internet access at participating sites away from home, plus 
secure, hassle free broadband access to approved visitors at home 

Full Subscriber self-provisioning  Online account setup, Login credentials generation, Roaming policy 
management and Network and Device configuration and monitoring  

“No Configuration” Subscriber home network installation Broadband modem, WRR100 and optional WS100 work together “Out of the 
box, NO Subscriber setup or other action required” 

“Always On” Gateway operation Subscriber need do NOTHING to secure his Internet connection or allow the 
Broadband Provider to manage his home network.  

Provider-managed Subscriber premises WiFi network 
  1- No cost broadband CPE/WRR100 bundle  
  2- Username and Password based Access Control 
  3- Remote equipment and network management 
  4- 24/7 live Call Center Subscriber premises WiFi Internet support 

Subscriber happily relinquishes network administrator responsibilities 
   1- All equipment included with 1 year Internet Gatekeeper signup 
   2- Internet access available ONLY to Subscriber-authorized Users  
   3- Full Tier 1 equipment/network  control/configuration/status access 
   4- Single call services both Internet access and WiFi network issues 

WRR100 WiFi Gateway  
1- User Authentication and Access Gateway 
2- 4 Port Wireless Router 
3- Firewall 
4- 54 Mbps 2.4 GHz WLAN 
5- Advanced WiFi security (WEP and WPA)  
6- Web based remote device management 

The most advanced WiFi Router on the market 
1- Full Provider managed, Subscriber-defined WiFi Internet access 
2- 4x 10/100BT Ethernet and 128x WiFi client connectivity 
3- Rejects Internet based intruders 
4- State of the art WiFi networking 
5- Subscriber-activated private wireless networking  
6- Fully monitored/controlled WRR100 operation from the Internet 

 
Compare Home WiFi Internet Access Solutions 

 

 Internet Gatekeeper Retail WiFi Router 

Premium Service atop standard residential Broadband access Yes No 

Internet access granted only upon verified Username/Password Yes No 

Internet Roaming  Yes No 

Full Subscriber self-provisioning  Yes No 

“No Configuration” home network setup Yes No 

“Always On” Gateway operation Yes No 

Broadband Provider-managed Subscriber premises WiFi Network Yes No 

Equipment Bundle provided to FREE to Subscriber  Yes No 

Remote equipment and network management Yes No 

Online per-User access activity monitoring and reporting Yes No 

24/7 live Call Center WiFi Internet support Yes No 

54 Mbps 4 Port WiFi Router with Firewall Yes Yes 

Advanced WiFi security (WEP and WPA) Yes Yes 

 


